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External PCI DSS Security Scan (ASV Scan)

Requirement 11.2.2
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usd ASV Scans satisfy PCI DSS requirement 11.2.2
(quarterly external vulnerability scans). After success-
fully completing a scan, you will receive an Attestation
of Scan Compliance and a detailed technical report
via our PCI DSS Platform.

What distinguishes our scans?

Since 2005, usd has been authorized by the PCI Secu-
rity Standards Council (PCI SSC) to perform security
assessments according to the PCI DSS. As an Appro-
ved Scanning Vendor (ASV), we conduct ASV Scans
for our clients worldwide. If our scan reveals findings
that are relevant to the PCI DSS, we grant you an unli-
mited number of free Re-Scans until your scanning re-
sults are PCI DSS compliant. Our multi-language PCI
Competence Center is happy to help with any ques-

tions you may have.
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The PCI Security Standards Approved Scanning Vendor logo is a
trademark or service mark of The PCI Security Standards Council in
the United States and in other countries.

Prices

In order to verify their compliance with the PCI DSS, companies that process,
store or transmit credit card data are required to have an external scan conduc-
ted on their IT systems on a quarterly basis to check for security vulnerabilities.

‘ 4 scans for
or 1 IP address 11P address
+ +

for each additional
IP address

EUR 12.00*

4 scans for each additional
IP address

EUR 39.00*

In case of PCI relevant fin-
dings: Unlimited Re-Scans
until status PCI DSS com-
pliant is obtained.

free

In case of PCI relevant fin-
dings: Unlimited Re-Scans
until status PCI DSS com-
pliant is obtained.

free

*The German statutory value-added tax must be added to all prices.

We are happy to talk to you about individual price mo-

dels. Just give us a call.
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Register on the PCI DSS Platform and specify a time slot and the objec-
tives of your scan. Find more information here:
https://pci.usd.de/en/

The ASV Scans are performed for each IP address. If you are not sure
which IP addresses are in scope according to the PCI DSS, our experts
at the PCI Competence Center are happy to help.

We check your internet-accessible IT systems for relevant security vul-
nerabilities and irregularities using a standardised, internationally reco-
gnised procedure. We do not exploit vulnerabilities we identify. The risk
of disrupting normal operations of your IT systems is therefore reduced

to almost zero.

One of our Approved Scanning Vendor professionals reviews your scan
results, evaluates any findings concerning compliance with the PCI DSS
and provides you with recommendations on corrective actions. After-

wards you can comment on findings and report false positives.

You receive a conclusive comprehensive report comprising an Executive
Summary and a Technical Report. You additionally receive the Attesta-
tion of Scan Compliance required for verifying your compliance with the
PCI DSS. The report evaluates the criticality level and risk of occurrence

of each finding and gives recommendations on corrective actions.

If your scan results prove compliance with the PCI DSS and you have
completed your SAQ or successfully conducted an on-site audit accor-
ding to PCI DSS requirements, you will receive your PCI DSS Compliance
Seal and Certificate.
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