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Incident Response Tabletop

Your interactive test run to be ready in case of an incident

Data theft and hacker attacks against companies happen almost daily. To protect your
company, it is crucial to ensure that your employees know how to react swiftly and con-
fidently in such cases. How well this works is a measure of the quality of your incident

response plan.

How should your employees react in the event of a security incident? Where do you keep
the necessary documents? Who is in charge of what? In the Incident Response Tabletop,
your employees play through a mock emergency scenario together with one of our experts

and thus gain more confidence in case of an emergency.

How we proceed

? ) g ? In an initial meeting with our security expert, you will discuss

the incident management that exists in your company and

Kick-Off clarify details of the further procedure.

x We work out an adapted (individual) scenario for your com-

pany, which includes your guidelines and processes.

Preparation

Moderated by our expert, your employees will play through

s ]@ ( l the mock incident in about 2 hours. The session will be re-
corded and evaluated.

Tabletop
N You will receive a detailed report on the course of the exerci-
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v se and recommendations for measures for improvement at
- the end.
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One step on the way to compliance

The PCI DSS requires the implementation of an incident response plan and an annual re-

view of this plan.

ISO/IEC 27001:2013 requires that the defined measures for maintaining information se-
curity are regularly reviewed. This requirement forms the basis for other regulatory bodies,
such as the BAIT issued by BaFin.

In its standards NIST (NIST 800-53 und NIST Cybersecurity Framework) specifies that in-
formation systems contingency plans must be tested to determine the effectiveness of the
plan and organizational readiness to execute the plan.

The Federal Office for Information Security (BSI) demands the regular review of measures
for maintaining information security in its IT-Grundschutz.

Customized Scenario

Our experts prepare an emergency scenario based on their experience in IT security consul-
ting. We will be happy to adapt a scenario to the guidelines and processes that apply to you
or to develop an incident that is tailored to your individual needs. Please contact our sales
department for an individual offer.

Scope

The Incident Response Tabletop includes the service contents described above. The ser-

vice can be performed either remotely or at your premises.
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